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1
Decision/action requested

This contribution is requested by the group.
2
References

NA
3
Rationale

The steps in the secondary authentication procedure overlaps with existing clauses very much. So, it is difficult to a reader to tell which part is different from the existing clauses. To address this, the overlaps are referred back to the existing clauses. 
Other changes are about the optimization of the wording and functions, for example, if step 7 is workable, then step 6 is not needed to be enhanced. The local configuration of the relay UE’s SMF is used for the relay UE, shouldn’t be used for remote UE, so the local configuration is deleted in step 9. The detail of how the relay UE receives the EAP-Success message in step 16 is optimized as well.
4
Detailed proposal

********* Begin 1st change*********
6.3.3.3.4.2

PDU Session secondary authentication of 5G ProSe Remote UE via 5G ProSe Layer-3 UE-to-Network Relay

The PDU session secondary authentication of 5G ProSe Remote UE via 5G ProSe Layer-3 UE-to-Network Relay follows the steps described below on the Figure 6.3.3.3.4.2-1.
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Figure 6.3.3.3.4.2-1: Procedure for PDU session secondary authentication of 5G ProSe Remote UE 
via 5G ProSe Layer-3 UE-to-Network Relay

0. During the Registration procedure, authorization and provisioning are performed for 5G ProSe Remote UE(0a) and 5G ProSe Layer-3 UE-to-Network Relay(0b) as described in clause 5.1.4 of TS 23.304[2] . 
1.
The 5G ProSe Layer-3 UE-to-Network Relay may establish a PDU session for relaying with default PDU session parameters as described in clause 6.5.1.1 in TS 23.304[2]. 

2.
Based on the authorization and provisioning in step 0, the 5G ProSe Remote UE performs the discovery of a 5G ProSe Layer-3 UE-to-Network Relay. As part of the discovery procedure, the 5G ProSe Remote UE learns about the connectivity service the 5G ProSe Layer-3 UE-to-Network Relay provides (e.g., based on a broadcasted service code) as described in clause 6.3.1.2 or 6.3.1.3 of TS 23.304[2].

3.
The 5G ProSe Remote UE selects a 5G ProSe Layer-3 UE-to-Network Relay and may determine from the configuration in step 0 that the service code is associated with a DN that requires secondary authentication. Based on this determination, the 5G ProSe Remote UE sends a DCR (Direct Communication Request) message including its identity (e.g., SUCI).

4.
The Remote UE runs CP based authentication as described in 6.3.3.3.2. In addition, the following procedure may happen in this step  as described in clause 6.5.1.1 in TS 23.304[2]:

If there is no PDU session satisfying the requirements of the PC5 connection with the 5G ProSe Remote UE, e.g. S-NSSAI, DNN, QoS, UP security activation status, the 5G ProSe Layer-3 UE-to-Network Relay initiates a new PDU session establishment or modification procedure for relaying.

5.
Upon successful network-controlled authentication of 5G ProSe Remote UE procedure the 5G ProSe Layer-3 UE-to-Network Relay initiates a Direct Security Mode Command procedure with the 5G ProSe Remote UE as described in 6.2.3.

6.
Upon successful security establishment, the 5G ProSe Layer-3 UE-to-Network Relay sends a DCA (Direct Communication Accept) message that may include an indication that a PDU Session with secondary authentication is pending. Based on the indication in the DCA message, the 5G ProSe Remote UE may refrain from sending any data traffic over the PC5 link until successful completion of subsequent PDU Session secondary authentication.

7.
For IP PDU Session Type and IP traffic over the PC5 reference point, the IPv6 prefix or IPv4 address is allocated for the 5G ProSe Remote UE as defined in clause 5.5.1.3 in TS 23.304[2].In addition, the 5G ProSe Layer-3 UE-to-Network Relay may configure a traffic filter (e.g., as a default filter for IP or non-IP traffic) for the PC5 link to prevent any data traffic until successful completion of subsequent PDU Session secondary authentication.
8.
The 5G ProSe Layer-3 UE-to-Network Relay sends a Remote UE Report message to the SMF for the PDU session associated with the 5G ProSe Layer-3 UE-to-Network Relay. The message may include the Remote User ID and 5G ProSe Remote UE addressing info (e.g., IP or MAC address). The SMF receives the message from AMF which includes the 5G ProSe Remote UE's SUPI, obtained by AMF during a controlled authorization of 5G ProSe Remote UE procedure as described in 6.3.3.3.2.

Editor’s Notes: How the SUPI of the 5G ProSe remote UE is obtained by SMF is FFS.

NOTE 1:
In the case of Home Routed roaming, the SMF in the call flow is the H-SMF (and the V-SMF is not shown for simplicity). SMF selection by AMF is performed as per TS 23.502 [13], clause 4.3.2.2.3 (e.g., using PLMN ID of the SUPI, S-NSSAI, etc.).

9.
When the SMF received Remote UE Report the SMF determines based on the subscription data of the 5G ProSe Remote UE (i.e., Secondary authentication indication as per TS 23.502 [13], Table 5.2.3.3.1). The SMF may also check whether the 5G ProSe Remote UE has been authenticated by the same DN as indicated in the subscription data and, If secondary authentication is required , the SMF triggers a PDU Session secondary authentication of 5G ProSe Remote UE via 5G ProSe Layer-3 UE-to-Network Relay by sending PDU Session Authentication Command message to the 5G ProSe Layer-3 UE-to-Network Relay including Remote User ID and an EAP-Request/Identity.

Note 2:
The information on a successful authentication between a 5G ProSe Remote UE and an SMF may be saved in SMF and/or UDM.

Editor’s Notes: how SMF obtains the 5G ProSe remote UE’s subscription info is FFS.


10.
The 5G ProSe Layer-3 UE-to-Network Relay sends an EAP-Request/Identity to the 5G ProSe Remote UE via PC5 signalling(10a). The 5G ProSe Remote UE sends an EAP-Response/Identity to the 5G ProSe Layer-3 UE-to-Network Relay via PC5 signalling(10b).

11.
The 5G ProSe Layer-3 UE-to-Network Relay sends PDU Session Authentication Complete message to the SMF including Remote User ID and an EAP-Response/Identity received from the 5G ProSe Remote UE.

12.
The SMF sends an EAP-Response/Identity to the DN-AAA.

13.
The DN AAA server and the UE should exchange EAP messages, as required by the EAP method.
14.
The DN-AAA sends EAP-Success or EAP-Failure to the SMF.

15.
Upon successful PDU Session secondary authentication via the Relay procedure, the SMF stores the 5G ProSe Remote UE information in the Relay Session Management context including 5G ProSe Remote UE identity (e.g., GPSI), individual authentication information received from DN-AAA.

16.
The SMF sends Remote UE Report Ack message to the 5G ProSe Layer-3 UE-to-Network Relay indicating the result of the PDU Session secondary authentication, including an identity of the 5G ProSe Remote UE (e.g., GPSI, Remote User Id), an EAP success or failure message. In the case of successful secondary authentication, the message may include QoS authorization info for the 5G ProSe Layer-3 UE-to-Network Relay to enforce. In case the secondary authentication is failed, the NAS message may indicate that 5G ProSe Layer-3 UE-to-Network Relay should release the PC5 link with the 5G ProSe Remote UE.

17.
In the case of successful secondary authentication for the 5G ProSe Remote UE, the 5G ProSe Layer-3 UE-to-Network Relay stores any received authentication info associated with the 5G ProSe Remote UE. In case the secondary authentication is failed, the 5G ProSe UE-to-Network Relay releases the PC5 link with the 5G ProSe Remote UE and may keep the PDU session as the default PDU session or release it if there is no more 5G ProSe Remote UE using the same PDU session.
Editor’s Notes: It is FFS how to support secondary authentication when roaming..

********* End of change*********
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